Syntax of the JCVM Language
To Be Studied in the SecSafeProject

Date: 2001/05/1615:37:19 (UTC)
Authors: RenaudMarlet (TrustedLogic)
Classification: Public

Number: SECSAFE-TL-005

Version: 1.7

Status: Stable

Abstract. This reportdescribeghe syntaxof the JCVMLe language that modelsthe Java Card
Virtual MachineLanguage We proposelCVMLe asthelanguageo bestudiedin the SecSaferoject.

JCVMLeis presentedh astylethatallows aneasybrowsing of linked programs.Thegoal of this
formalizationis to provide a high-level representatiorthat abstractauninterestinganguagedetails
while preservinghe generalityandapplicability to realisticJava Cardprograms.
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2 1 INTRODUCTION

1 Intr oduction

Java Card programsare compiledinto the Java Card Virtual MachineLanguagegJCVML) [Sun0Q
Sun99. ThisreportsdescribedCVMLe, alanguagehatcaptureshe essencef JCVML, abstracting
minor languagedetails,while preservinghe full expressionpower of the JCVM language .We pro-
poseJCVMLeasthelanguagéeo bestudiedin the SecSafgroject. We call JICVMe the JCVM variant
supportingthelanguagelCVMLe.

Thestructureof JCVMLeis presentedsfunctionsoperatingover adatastructurg(e.g.,to traverse
the classhierarchy):a programin JCVMLe canbe thoughtof asa graphandmostfunctionsmerely
follow an edgeof the graphfrom one nodeto anotherone, e.g., from a classto its superclasso
traversethe classhierarchy Although JCVMLe is expressedn termsof functions,it merelyis a
syntacticrepresentationthis representatioiis rich andabstracthough. A moretraditionalconcrete
syntaxis alsoprovided. This concretesyntaxis intendedonly asa practicalcommunicationmeans
betweerhumansit is notintendedo be parsedoy ary tool (seesectionl.3).

1.1 The Framework

The framevork describedn this documenthidesuninterestinganguageandVM detailsso thatthe
focuscanbekeptonthesalientconstructandfeaturesof the JCVM. Programanalysesandsemantics
areto beexpressemn this coreJCVMLe languageratherthanon actualJCVM programs.Toolswill
providesthelink betweerbothvisions(see§1.3).

CAP File Format Abstraction. Theformatof theJCVM CAP files aresubstantiallydifferentfrom
theJVM classfiles, especiallyregardinglinking information.In the JCVM, linking is basedn tokens
andoffsetsratherthannamesandtypes,asin the JVM — in fact, CAP file translationgetsrid of all
names$. Tokensaresmall numbersidentifying externally visible (i.e., public or protected)program
items. Tokensare not global identifiers;they are meaningfulonly in the scopeof a given package
or class. Tokensarealsousedasindexesinto varioustablesin the CAP file aswell asruntimedata
structures.Someindirectlookupsinto tablesmay requiredoing some(simple)arithmeticon tokens.
Linkable programitemsthatarenot externallyvisible (i.e., privateor package-visiblearereferredto
usingdirectoffsetsinto CAP file componentsatherthantokens. The mappingfrom Java namesand
typesto tokensandoffsetsis performedduring CAP file corversion[Sun0qQ.

A majorabstractiorof our framework relatesto the formatof the CAP file. All offsetsinto CAP
file componentsall tokens,and all table lookups (including cascade®f lookupsto searchfor an
item) arehidden. The programstructuremadeavailableprovidesdirectaccesgo all informationand
allows easyprogrambrowsing; all instructionshave directaccesdgo therelevantdatastructure.Only
purelydynamiclinking, requiredfor virtual andinterfacemethodinvocation,hasto beretained.lt is
madeasabstractspossiblethough,andcloseto the JVM classmemberidentificationscheme.See
appendixB for moredetails.

High-level Instructions. Moreover, similar JCVML instructionshave beengroupedin JCVMLe.
Theresultinghigh-level instructionspossiblytake extra parameters(SeealsoappendixA for acom-
menton instructiongroupingcomparedo FreundandMitchell’s formalization.)Herearesometypi-
calexamples:

e all numericoperationsuchasadd andsub arerepresentedsinga singlenumop instruction,

1Theonly stringsrepresentingnameshatremainareexternally visible namedocatedin the Exportfiles.
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e load_0 is notretainedasit is justaspecialcaseof load,
e new NON encompassebenewarray andanewarray,
e invoke factorizesinvokestatic andinvokespecial, etc.

All in all, the 185 JCVML instructionshave thusbeenreducedio 30 in JCVMLe. It mustbe noted
that JCVMLe retainsthe full expressionpower of the JCVM. As a matterof fact, thereis a “direct”
translationfrom JCVMLe programso JCVML programsandcorversely This translationdoesnot
requireary analysisit is somehav “syntactic”.

1.2 The LanguageSubsetissue

Oneimportantthing to keepin mind is that the closestwe stay to the original JCVM, the more
guaranteave have thatour analyseswill provide resultsthatwe canrely on. As a matterof fact, this
issuewassomeho mentionedn [MLMOO] regardingthe codeof bytecodevs. sourcecodé.

As saidabore, JCVMLe capturesall JCVML. This doesnotimply thatall JCVMLe instructions
andfeatureshave to besupportedight from thebeginningof the SecSaferoject. Ratheythey should
bethoughtof asfinal tagetsandparticipantsould possiblyfocuson differentsubsetsn the courseof
theproject.In otherwords,whichlanguagesubsets treatedata giventime of the projectis aseparate
issuenotaddresseth thisdocumentA propositionof a hierarchyof languagdeaturego bestudied
in SecSafeanbefoundin [Mar0Q].

1.3 CaseStudiesand Implementation

This formalizationwill beimplementedasa library providing functionsto readandlink CAP files,
andto traversethe programstructure.Thiswill includeall thefunctionslistedin section2 and3. An
analyzeror ary othersemantidool, will justhave to interfacewith this library.

Java Card casestudiesthat TrustedLogic will provide will usethe CAP file format. Reading
suchfiles usingthe library will provide accesdo the high-level representation.Therewill not be
ary intermediatesyntacticrepresentationf JCVMLe, to be later parsecby ananalyzeror ary other
semantidool.

1.4 Organization of This Document

The reportis organizedas follows. Section2 describeghe generalstructureof a program. Sec-
tion 3 presentghe differentinstructions.AppendixA briefly compareour framewnork to Freundand
Mitchell’s formalization[FM99].

1.5 Notations

The formalizationpresentedn this reportis expressedn an algebraicform. We usethe following
notations.(Capitalizationcorventionsroughly follows thoseof Java programming.)

2«Bytecode shouldbe consideredratherthan Java or Java Card sourcelanguage. This is especiallyimportantin the
context of certificationsat the highestlevels of the CommonCriteriabecauséroving propertieson sourcecodewould not
be consideredassufiicient. An extra proof would be requiredto ensurethat the desiredpropertiesare presered by the
translationinto bytecode.This translationis not straightforvardin the caseof Java Card (Java compilationand CAP file
generation)atwo-phaseverificationprocesavould be significantlymorecomplex thana directbytecodeverification”
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Domains. Whatwe calladomainis thisdocumentmerelyis asetequippedvith functions.Domains
arewritten usingslantedcapitalizedhameseg.g.,Class If the nameis madeof severalwords,eachof
themis capitalizede.g., ReturnAddressype.

Primitive domainswhich alsocorrespondo primitive valuesof the Java languagearenot capi-
talizedthough,e.g.,boolean int. We alsoborrow the Stringdomainfrom Java.

A 1 subscriptdenotesa domainaugmentedvith an extra L element,typically to representin
erroror anunknawn value,e.g.,Class, .

Constants. Constantarewritten with slanteduppercas@amesg.g., TRUE. If thenameis made
of severalwords,they areuppercasandseparatethy anunderscoreg.g.,RETURNADDRESS

Constantof primitive domainsare not uppercasehough,e.g., true, false Stringsare written
betweerdoublequotesge.g., java.lang.Object’

Functions. Functionsarewritten usingslantedowercasenameseg.g.,type: Field — Type. If the
nameis madeof severalwords,they areall capitalizedexceptthe first onewhich is lowercaseg.g.,
isPackageV&ible : Field — boolean Primitive domainsandconstantslsohave slantedlowercase
nameghough(seeabore).

Function Overloading. Differentfunctionssometimesave the samename;in this casetheirtype
is usedto disambiguateéhem. This overloading— commonin mathematics— simplifiesthe corre-
spondencédetweenthe formalizationandthe implementationwhich will bewritten in Java anduse
methodoverloading.

Variables. Variablesandplaceholdersrewritten with italicized namese.g.,index, X. Variables
aresometimesisedin functiondeclarationgo disambiguatelomains.E.g.,function

lookupTable : KeySwitchinstruction— [int x int ]
is actuallydeclaredas:
lookupTable : KeySwitchinstruction— | (matd : int) x (offset: int) |
Variablescanalsobe usedto clarify theuseof adomain,for instanceio specifya measurainit, e.g.,

maxOperandStackHeightBytecodeMethod— (nbWords: int)

Program Elements. Java and JCVM programelementsare written using a typewriter font, e.g.,
Javakeyword try, JavaandJCVM typebyte, JCVM instructionsadd.

Domain Inclusion, Disjointnessand Membership. Exceptotherwisenoted,all domainsdefined
in this documentaredisjoints. In a domaindefinition, disjoint unionis stressedisingthe notation
A =By |...| By, meaningA = B; U...UB, andVi # j,B; N B; = @. E.g., Type =
PrimitiveType | Referenceylpe. This canbe someha thoughtof asa sumdomain.

It is possibleto testthe membershipf adomain,e.g.,“if t € Referencejylpethen..”, asif there
werea function

iSA : Elementx Domain— boolean



AccesgFunctions. Functiondistedin section2 provide afunctionalacces$o datastructuresepre-
sentingthe program. To simplify notationsandgetrid of a few parentheses- andkeepingup with
the spirit of objectorientation— we sometimeswrite z. f insteadof f(z). For instancethe methods
of aclasse canbereferredto asc.methodsnsteadof methodsgc). Likewise,testingif amethodm is
staticcanbe written m.isStaticinsteadof isStatidm). This canactuallyapplyto ary functionwith
oneargument.

Whena function hasmorethanoneargument,the remainingargumentscanbe mentionedasin
object-orientedanguages,e.,z;.f(xo, ..., z,) insteadof f(z1, zs,...,x,). Thisnotationdoesnot
reducethe sizeof theexpressionit is only usedto put a stresson thefirst agument,especiallywhen
it representga kind of ervironmentfor computingf. For example,the classnamedn in a programp
canbenotedp.clasgn) insteadof clasgp, n).

Arrays. For ary setX, we note[ X | the setof finite arraysof elementsof X. Thelengthof an
arraycanbe known usingfunction length : [ X ] — int. Theindicesof anarraya rangefrom 0 to
a.length— 1.

Sets. Forary setX, we note{] X [} thesetof finite setsof elementof X. Thesize(cardinality)of
afinite setcanbeknown usingfunctionsize: {{ X [} — int.

Ranges. A range(intenal) of integersbetweervaluesa andb (inclusive) is writtena .. b.

2 Program Structure

We usethetermprogramstructue to referto all programinformationbesidesnstructions It includes
in particularthe classhierarchyandis indispensabléor expressinghe semanticof a JCVMLe pro-
gram.

2.1 Program

A program containsa setof packagesA class,interfaceor packagecanberetrieved from a program
givenafully-qualified name.lt is alsopossibleto retrieve a packagegivenits AID (see§2.2).

class : Programx (longName String) — Class.
interface : Programx (longName String) — Interface,
package : Programx (longName String) — Packagg
package : Programx AID — Packagg
packages : Program — {[ Packagé}

The L subscripindicatesthatlooking up for a class,interfaceor packagegivenaname mayfail.
2.2 Package
A padkage containglassesndinterfaces.It hasanAID aswell asmajorandminorversionnumbers.

classes : Package— { Class]}
interfaces : Package— {] Interface]}
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aid Package— AID
major\érsion : Package— int
minor\Version : Package— int

An AID (applicationidentifier) consistsof anarrayof bytes.It canbetestedfor equality

bytes :
equals :

AID — [ byte]
AID x AID — boolean

2.3 Class

A classbelongsto a package.lt hasa (direct) superclasaswell as(direct) subclassesit (directly)
implementdnterfaces.It has(direct)fieldsandmethodsjnherited(indirect) fieldsandmethodshave
to belookedupin the superclassit hasso-called‘accesdlags”.

package : Class— Package
superClass : Class— Class,

subClasses: Class— { Class]}
implementedintedces : Class— { Interfacel}

fields : Class— { Field]}
methods : Class— {[ Method[}

isFinal : Class— boolean

isPublic : Class— boolean

isAbstract : Class— boolean

Thepossiblel valuefor superClasgorrespondso thefactthatall classedave a superclassgxcept
java.lang.0Object thathasnone.

2.4 Interface

An interfacebelongsto a package.It (directly) extendssuperinterficesandit is (directly) extended
by subinterfices. It is (directly) implementedoy classes.It contains(direct) fields and methods. It

has“accesdlags”.

package : Interface— Package
Sublnteréces : Interface— {| Interface[}
superinterdces : Interface— {] Interfacel}

implementingClasses: Interface— { Class}}

fields : Interface— { Field]}
methods : Interface— { Method]}

isFinal : Interface— boolean

isPublic : Interface— boolean

IsAbstract : Interface— boolean

isShareable :

Interface— boolean
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2.5 Method

A methodhasatypeandits agumentsepresents knovn numberof wordson the operandstack. It
has“accesdlags”. It knows in which classor interfaceit is definedor declared.

type : Method— MethodType

nbAgumentVérds : Method — int
isinit Method — boolean
isAbstract : Method— boolean
isPackageV&ible Method — boolean
isProtected : Method— boolean
isPrivate : Method— boolean
isPublic : Method— boolean
isFinal : Method— boolean
isStatic : Method— boolean

classl : Method — ClassU Interface

Moreover, eachmethodhasa methodID, usedfor virtual and interface methodinvocation. The
equalityteston methodiDs is the smallesiequialencerelationthatsatisfieghefollowing properties.

o If amethodoverridesanotherone,theirmethodIDs areequal.
¢ If aninstancemethodimplementsaninterfacemethod their methodIDs areequal.

In othercaseqbesidesequivalencebasedon thesetwo properties) two methodIDs are considered
different.

id : Method — MethodID
equals : MethodID x MethodID — boolean

A methodthatis notabstracis a bytecodemethod thathasadditionalinformationconcerninghe
methodbody In particular the bytecodes decodedandlinked, forming a sequencef Instructiors
(see§3). Theseinstructionsareaccessedia (abstractladdressesThe following datais available:
addres®f thefirst instruction;addres®f the instructionfollowing the instructionat a givenaddress;
instructionat a given address.And it is possibleto checkif an addresgrecedesnotheronein a
method(this is usedfor exceptionhandling). A bytecodemethodalso hasan array of exception
handlerslt knows the maximumnumberof wordsneededo storelocal variablesvhenexecutingthe
method,aswell asthe maximumoperandstackheight(numberof words).

BytecodeMethod C Method

firstAddress : BytecodeMethod — Address
nextAddress : BytecodeMethodk Address — Address.
instructionAt : BytecodeMethodk Address — Instruction

precedes : BytecodeMethod< Addressx Address— boolean
maxOperandStackHeight BytecodeMethod— (nbWords: int)
maxLocal\ariableArraySize : BytecodeMethod— (nbWbrds: int)
exceptionHandlers : BytecodeMethod— [ ExceptionHandley
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An exceptionhandleris structuredasfollows. It hasa catchtype, thatis undefinedfor “finally”

handlerslt hasbytecodeaddresse® markthebeginningandend(inclusively) of the“try” region. It

hasanaddressorrespondingo the codethathandleshe exception. Theexceptionhandlersordering
is the sameasspecifiedn [LY99, Sun0qQ.

catchype : ExceptionHandler Classype;
startAddress : ExceptionHandler~ Address
endAddress : ExceptionHandler» Address
handlerAddress : ExceptionHandler~ Address

2.6 Field

A field hasatype. It has*accesdlags”. It knows in which classor interfaceit is definedor declared.
A staticfield possiblyhasaninitial value. (Initial valuesaremadeexplicit in the CAP file formatof

theJCVM, asopposedo classfiles of the JVM, thatinitialize staticfieldsusingstaticinitializers,i.e.,

<clinit> methods.)

type : Field — Type
isPackageVsible Field — boolean
isProtected : Field — boolean
isPrivate : Field — boolean
isPublic : Field — boolean
isFinal : Field — boolean
isStatic : Field — boolean
classl : Field — ClassU Interface
initValue : Field — intU [int]U {null, L}

Moreover, eachfield hasa uniquefield ID thatcanbetestedfor equality

id : Field — FieldID

equals : FieldlD x FieldlD — boolean

2.7 Type
A methodtyperepresentthe agumenttypesaswell astheresulttype of amethod.

parametenjpes
resultype

Method¥ype — | Type]
Methodype — Resultpe

Therearedifferentkinds of types

Type = Referenceype | PrimitiveType
Referencejpe = ArrayType| Class¥pe| Interfacepe
PrimitiveType = BooleanPpe| Numericlype | ReturnAddressjpe
Numericlype = IntegralTlype
IntegralType = ByteType| ShortType| IntType

Resultype = Type| VoidType
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Thereis a single representate for eachdifferent primitive type aswell asfor the void type. An
undeterminedeferenceypeis alsoprovided;it is usedto annotatenstructionswith thegenerakind
of valueit operaten.

ReturnAddressfpe = {RETURNADDRESS}
Booleanype = {BOOLEAN}
ByteType = {BYTE}
Shortlype = {SHORT}
IntType = {INT}
VoidType = {VOID}
Referenceype > {REFERENCE

A type canbetestedfor subtyping.lt hasa numberof dimensionswhichis null (zero)if it is notan
arraytype— thisis notto be confusedwith thelengthof a one-dimensiomarray

isSubtypeOf : Type x Type — boolean
nbDimensions : Type — int

In addition,classandinterfacetypesprovide accesso thecorrespondinglassandinterface.An array
typeprovidesaccesso its elementype.

class : Class¥pe — Class
interface : Interface¥pe — Interface
elementype : ArrayType — Type

2.8 Concrete Syntax

The above formalizationof JCVMLe programsusesa functionalstyle. It actuallygivesaccesdo a
rich underlyingdatastructurethatis graph,ratherthanatree. It is thusnot easyto visualizeor to
communicategspeciallyvia a screeror a pieceof paper

We define herea concretesyntaxfor JCVMLe programs. This grammaris intendedonly for
comprehensioandcommunicatiorbetweerhumansin thecontet of the project,thereis nointerest
in building a parseffor it.

As JCVMLe programsactuallycomefrom Java (Card)programswe decidedo reusea large part
of the Java grammar Onemajoradwantageof this solutionis thatit is easyto understando anybody
thatknows Java. Moreover, it naturallycapturesall the featureshatarerelevantfor the JCVM. The
only differencerelatesto methodandfields IDs, which we do not detail here: a field ID is to be
thoughtof asa qualifiedfield nameanda methodID asa methodsignature(in the Java sensej.e.,
nameandargumenttypes,see[LY99, GJSBO0OQ]).

In practice,we build uponthe grammarfor Java definedin [GJSB0Q. All programitemscorre-
spondingto packagesclassesinterfaces methodsfields andtypesareborroved verbatimfrom this
grammar We only needto redefinethe grammarrule thatdefinesa Jasza methodbody (see[GJSBOO,
section8.4.5]); we defineit herein termsof JCVMLe instructionsratherthan Java statements(Al-
ternatvesin a grammarrule are written as separatdines. See[GJSBO0Q chapter2] for a complete
specificatiorof the syntaxof grammarrules.)
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MethodBody:
InstructionBlo&

b

Instructionblocksaredefinedin section3.3, which alsoprovidesa exampleof concretesyntaxfor a
completeprogram.

3 Instructions

Instructionsaredecodedrom arraysof bytecoddoundin bytecodenethodbodies(see§2.5). Thisin-
volvesresolvingreferenceshatarepossiblypresenamongtheir staticparameterssuchasreferences
to classfields,etc.

3.1 Operand Type

As Java VM instructionsmostJCVMLe instructionaretyped: they operateon valuesthat have an
expectedype. Possiblanstructionopetandtypesarethe following.

Operandype = NumericlypeU {REFERENCE

NumericlypeandREFERENCEaredefinedn §2.7. The REFERENCRyperepresentary reference
type. It alsoindicatesa possiblereturnaddressn the caseof the StorelLocal\driableinstrugon (used
for subroutinecalls). The BYTE type (elementof NumericType) is usedby the Java compilerto
alsoimplementbooleansthereis no BOOLEAN in Operandype. Only field andmethodtypescan
explicitly referto typeboolean.

Most instructionsonly make sensdor a subsebf theseoperandypes. However, for readability
reasonstheinstructionsignaturegivenin thefollowing sectiondoesnottry to enforceoperandyping.
Corversely sometypesareusedonly by a limited numberof instructions. The extremecasein the
VOID type,thatis only usedby the Returninstruction

Note thatthe operandtype is not neededor the operationalsemanticoof JCVMLe. This infor-
mation, presentin the original bytecode,is only usedto male “defensve” VM that do not have a
bytecodeverifier. As we assumehebytecoddo be verified,the operandypeis justinformative.

3.2 Instruction Set

JCVMLe instructionsarethefollowing.

Instruction = ArraylLengthinstruction
| ArrayLoadlnstruction
| ArrayStorelnstruction

| CheckCastlinstruction

| ConditionalBranchinstation

| DuplicateWrdsinstructia

| GetlnstanceFieldInstruoti

| GetStaticFieldInstruction

| IncrementLocaldriablelnstuction
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IndexSwitchinstruction
InstanceOflInstruction
InvokeDefiniteMethodInguction

InvokelnterficeMetlodinstruction

Invoke VirtualMethodInguction

JumpSubroutinelnstruoin
KeySwitchinstruction
LoadLocal\ariablelnstructio

Newlnstruction

NoOperationinstruction

PopWérdsinstruction

PushConstan®&luelnstructon

PutinstanceFieldInstruot

PutStaticFieldInstruction

Returninstruction

ReturnSubroutinelnstrtion
StorelLocal¥driableinstructio
SwapWordsinstruction
Throwlinstruction

|
|
|
|
|
|
|
|
|
|
|  NumericOperationinstructio
|
|
|
|
|
|
|
|
|
|

UnconditionalBranchinatction

Theseinstructionshave thefollowing parameters.

type

type

type
operation :

operandype
nullComparison :
taget :
nbWoerds :
insertionDepth :

field

fromThis

field

type

index
constant :

type

ArrayLoadinstruction
ArrayStorelnstruction
CheckCastinstruction
ConditionalBranchinstation
ConditionalBranchinstation
ConditionalBranchinstation
ConditionalBranchinstation
DuplicateWrdsinstructia
DuplicateWrdslinstructia
GetlinstanceFieldinstriuoh
GetlinstanceFieldinstriuoh
GetStaticFieldinstruction

— Operandype
— Operandype
— Referenceype
— NumericComparison
— Operandype
— boolean

— Address

— byte

— byte

— Field

— boolean

— Field

IncrementLocal¥riableinstuction — Operandype
IncrementLocal¥riableinstuction — int
IncrementLocal¥riableinstuction — short

IndexSwitchinstruction

— Operandype
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lowValue : IndexSwitchinstruction — int
tamgets : IndexSwitchinstruction — [Addresd
defaultTalget : IndexSwitchinstruction — Address
type : InstanceOfinstruction — Referenceylpe

method : InvokeDefiniteMethodlnsuction — Method
baseMethod : InvokelnteraceMehodnstmuction — Method
baseMethod : InvokeVirtualMethodIstruction — Method

taget : JumpSubroutinelnstruohn — Address
type : KeySwitchinstruction — Operandype
lookupTable : KeySwitchinstruction — [(matd : int) x (address: Address]
defaultTaget : KeySwitchinstruction — Address
type : LoadLocal\ariableinstructin — Operandype
index : LoadLocal\ariablelnstructin — int
type : Newlnstruction — Referenceylpe
operation : NumericOperationinstructn — NumericOperation
operandype : NumericOperationinstructn — Operandype
resultlype : NumericOperationinstructn — Operandype
nbWerds : PopWordsinstruction — byte
constant : PushConstantinstruction — {null} U int
type : PushConstantinstruction — Operandype
field : PutinstanceFieldinstruohn — Field
toThis : PutlnstanceFieldinstriohn — boolean
field : PutStaticFieldinstruction — Field
resultlype : Returninstruction — OperandypeU VoidType
index : ReturnSubroutinelnstrtion — int

type : StoreLocal¥riableinstructin — Operandype
index : StorelLocal\driablelnstructin — int
nbTopWerds : SwapWbérdsinstruction — byte
nbWerdsBelav : SwapWordsinstruction — byte
taget : UnconditionalBranchingiction — Address

As indicatedin the JCVM specificationa StoreLocal¥driablelnstrution thatis marked asoperating
on a value of referenceype canactuallyalsooperateon a returnaddress.Numeric operationsand
comparisongreasfollows.

NumericComparison = {EQ, GE,GT,LE,LT,NE}
NumericOperation = UnaryNumericOperation BinaryNumericOperation
UnaryNumericOperation= {NEG, TO}
BinaryNumericOperation = {ADD,SUB, MUL ,DIV ,REM, CMP,
AND, OR, XOR, SHL, SHR, USHR}
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The numeric operation TO expressesnumerictype corversion. E.g., the i2s instruction corre-
spondgo a NumericOperationinstruan ¢ suchthati.operandype = INT , i.resultlype = SHORT,
i.operation= TO.

3.3 Concrete Syntax

As explainedin section2.8, we expressthe concretesyntaxof a JCVMLe programon the basisof
the grammarfor Java definedin [GJSBO0Q. As is the casefor mostgrammarsnot all parsablepro-
gramshave ameaningsemantiaestrictionsarethoseof theinstructionparametersyhosefunctional
declaratiorwasgivenin the precedingsection.

Instruction Block. An instructionblock representanimplementednethodbody It consistsof a
list of instructionslabeledwith anaddressanda list of exceptionhandlers.Althoughthe functional
representatioreliesonrelative offsets the concretesyntaxis expressedn termsof absoluteaddresses
(i.e., offset from 0) to make readingeasier;the correspondences straightforvard. An exception
handleris givenby an*“active” rangeof addresses classtype (or * if thisis a“finally” handler)
to matchandanaddresgo jumpto in caseof matching.

InstructionBlog:
{ LabeledInstructions: ExceptionHandlegp }

LabeledInstructions
LabeledInstruction
LabeledInstructiond_abeledInstruction

LabeledInstruction:
Address : Instruction

ExceptionHandles:
ExceptionHandler
ExceptionHandlexr ExceptionHandler

ExceptionHandler:

Address - Address : CatthType => Address
CatchType:

ClassTpe

*

NonterminalClass¥peandDecimalNumeal aredefinedin thegrammarfor Java [GIJSBOQ.

Addresses. Addressesppeaasnumbersn theconcrtesyntax.However, they shouldbethoughtof
aslabelsbecausé¢hereis no arithmeticon addressesall offsetsareturnedinto “absolute”addresses.

Address:
DecimalNumeal

Theinstructionsof a methodbody arelabeledwith successie addressiumbersstartingat 0. In the
operationakemanticsules,insteadof writing “m.nextAddresgpc)” or “ nextAddresgm, pc)”, it can
be convenientto only write “pc + 1”. (The methodm is understood.)t is just a matterof explicitly
introducingthe appropriatenotation.
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Instructions. Instructionmnemonicarebasednthosefoundin theJVM andJCVM. Thetypepre-
fix usedin mostJVM andJCVM instructionhasbeendroppedandturnedinto anexplicit parameter
following thefunctionalrepresentationf instructions We usetheletter“r” insteadof “a” to indicate
areferenceor, possibly a returnaddressn the caseof the store instruction(usedfor subroutine
calls).

Instruction:
nop
push OperndType Constant
pop NbWords
dup NbWbords NbWords
swap NbWords NbWords
numop Operandlype NumericOpeator OpemndType,t
load Operndlype Local\ariablelnde
store OpemrndType Local\ariablelnde
inc OpemandTlype Localariableinde IntegerConstant
goto Address
if ComparisonOpetor OperndType NullComparisog,: goto Address
lookupswitch Opemndlype MatchTableEntriegp: , default => Address
tableswitch OpemndType IndexTableEntry, default => Address
new RefeenceVpe
checkcast RefeenceVpe
instanceof RefeenceVpe
getstatic Name
putstatic Name
getfield thisop Name
putfield thisep Name
invokedefinite Signatue
invokevirtual Signatue
invokeinterface Signatue
return OpermndTypept
arraylength
arrayload Operndlype
arraystore OpemndType
throw
jsr Address
ret Local\ariablelnde

Opeandlype: oneof
rbsi

Constant:
NullLiteral
IntegerConstant

IntegerConstant:
-opt IntegerLiteral

NbWords:
DecimalNumeal
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ComparisonOpextor: oneof
eq ne gt le 1t ne

NullComparison:oneof
0 null

NumericOpeator: oneof
neg add sub mul div rem and or xor shl shr ushr to cmp

Local\ariableInde:
DecimalNumeal

MatchTableEntries:
MatchTableEntry
MatchTableEntries, MatchTableEntry

MatchTableEntry:
IntegerConstant=> Address

IndexTableEntry:
IntegerConstant=> Addessegt

Addresses:
Address
AddressesAddress

Signatue:
Name ( TypeListpt )

TypelList:

Type
Type, TypeList

The OpemandType nonterminalrepresentespectiely the referencgor, possibly returnaddress)
typeandthetypesbyte (0Or boolean), short andint.

The NullComparisoris optional. If presentjt indicatesa conditionalthatcompareghe operand
stacktopwith 0 or null. E.g.,“if eq s 0” models“ifeq”. If absentthe comparisoris between
thetwo top elementf theoperandstack.E.g.,“if eq s” models“if_scmpeq”.

Thekeyword this is optionalin instructionsgetfield andputfield. It allowstherepresenta-
tion of JCVM specializednstructions.E.g.,“getfield this” models‘getfield this r” (if the
field is of typereference).

NonterminalsRefeenceVpe NullLiteral, IntegerLiteral, DecimalNumeal andNamearedefined
in the grammarfor Java [GJSBO0O0]. The nonterminalsRefeenceVpe and Resultype arenot to be
confusedwith thedomainsReferencejlpe and ResultF/pe, definedin section2.7.

Tablel informally relatesheconcretesyntaxto thefunctionalrepresentationit is alsocorvenient
asa summaryof theJCVMLe instructionset. Figure 1 providesa concretesyntaxexample.
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Instruction Mnemonic Effect
NoOperationInstruction nop No operation
PushConstantinstructio push t ¢ Pushconstant of typet
PopWbrdsinstruction pop n Popn top words
DuplicateWrdsinstructia  dup m n Duplicatewords1 .. m atdepthn
SwapWordsinstruction swap m n Swapwordsl1 .. m with wordsm+1.. m+n

NumericOperationInstructio

numop ¢ OP topt

Numericoperationop, operandypedt, resultt’ (if # t)

LoadLocal\ariablelnstructin  1oad t i Loadfrom local variableof typet atindex i
StoreLocal¥driableinstruton store t i Storeinto local variableof typet atindex i
IncrementLocal¥riableinstuction inc t i ¢ Incrementocal variableof typet atindex i by constant
UnconditionalBranchinsatction goto a Branchataddress:

ConditionalBranchinstiction

if ¢ op nullCmp goto a

Branchata if typedt operand(sgomparew.r.t. op

KeySwitchinstruction lookupswitch t (k=>a)* default=>a’ Branchata; if typedt operand= k;, otherwiseata’
IndexSwitchinstruction tableswitch t [=>(a)*, default=>a’  Branchatq; if typed¢ operand= [ + i, otherwiseat
Newinstruction new t Createnew object(possiblyarray)of referencaypet
CheckCastlinstruction checkcast t Checkwhetherobjectis of referencdypet
InstanceOfinstructiv instanceof t Determinef objectis of referenceypet

GetStaticFieldlnstruction

PutStaticFieldlnstruction
GetlnstanceFieldlnstrtion
PutlnstanceFieldlnstrtion

getstatic f
putstatic f
getfield thisgpt f
putfield thisep f

Getstaticfield f from class
Putstaticfield f in class

Fetchfield f from (possiblythis) object
Setfield f in (possiblythis) object

InvokeDefiniteMethodistuction
InvokeVirtualMethodhstuction
InvokelntericeMehodInstuction

invokedefinite m
invokevirtual m
invokeinterface m

Invoke definite(staticor special)methodm
Invoke virtual methodm
Invoke interfacemethodm

Returninstruction return topt Returnvoid or valuetypedt from method
ArraylLengthinstruction arraylength Getlengthof array
ArraylLoadinstruction arrayload t Loadvaluefrom arrayof typet
ArrayStorelnstruction arraystore t Storevalueinto arrayof typet
Throwlnstruction throw Throw exceptionor error
JumpSubroutinelnstrtion  jsr a Jumpto subroutineat address:
ReturnSubroutinelnstrtion ret i Returnfrom subroutingto addressn local variablei

Tablel: Instructionsetsummary
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package p;

class Num { short val; }
public abstract class C
{

protected short rescue;
// No explicit contructor for C
p

public short abs(Num n)

{
short v;
try
{
v = n.val;
}
catch(NullPointerException e)
{
return rescue;
}
if(v>=0)
return v;
else
return (short) -v;
}
}
class C2 extends C
{
c20)
{
rescue = 4;
}

public short run()

{
return abs((new Num[3])[1]);

}

package p;
class Num { short val; }

public abstract class C
{
protected short rescue;
public CO) {
0: load r O
1: invokedefinite Object()
2: return
}
public short abs(Num n) {
0: load r 1
getfield Num.val
store s 2
goto 7
pop 1
getfield this p.C.rescue
return s
load s 2
if 1t s 0 goto 11
load s 2
: return s
: load s 2
! numop s neg
13: return s
0-2: NullPointerException => 4
}
}
class C2 extends C
{
20 {

O 00N U b WN -

=
N = O

load r O

invokedefinite p.C()
push s 4

putfield this p.C.rescue
return

B W N R O

}
public short run() {
0: load r O
push s 3
new p.Numl[]
push s 1
arrayload r
invokevirtual p.C2.abs(p.Num)
return s

OO WN =

Figurel: Java Cardprogramexample(left), correspondind CVMLe program(right)
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A Brief Comparison With Freund and Mitchell’ s Formalization

Freundand Mitchell (F&M) have proposeda formalizationof the Java bytecodelanguagdFM99].
Their publishedformalizationdescribeshe languageJVML ¢, that only includesa fraction of the
JCVML, consistingof representate instructions.

Moreover, the authorshave developeda prototypeimplementatiorof a bytecodeverifier® based
on this formalization,which is ableto verify “a large fraction of the JDK library”. Becauseof the
frequeng of mostmissinginstructionsin JVML ;, we believe thatthatthe prototypesupportsmary
moreinstructionshanthe givenformalization.

In fact, the prototypemales useof a translatorthat is dedicadedo verification and that maps
Java bytecodeto a subsetof JVML ;. The authorssaythat “this translationpreseres the structure
andthedataflow of the original program but utilizesa smallcoreverifier to performtype synthesis.
For instance,it replacesinvokevirtual by a few pops (for the aguments)and a push (for the
result). The reasonis thattheir bytecodeverificationis only interestedn the effect on the operand
stack;it is thusenoughto analyzeeachmethodin turn. As canbe seenfrom this example,the data
flow thatis actuallypreseredis justtheintraproceduratiataflav. This abstractioris not suitablefor
interprocedurabnalysesaswill be neededn SecSafeg.g.,to tracethe flow of private data. (See
alsothe end of section8.4 of [FM99], wherethe authorssayin particular“we have not included
interprocedurahnalysisor globalinformationin our framework”.)

We shouldthusbe cautiousaboutrelying on, or comparingtio [FM99], astheauthorsdo not have
thesamegoalsasours. Their formalizationmayhave abstractedway informationthatis usefulto us.
Our frameawork is not fundamentallydifferentfrom the formalizationin [FM99] though.Differences
arelistedbelow.

Program Structure. The programstructuredescribedin section2 doesnot conceptuallydiffer
muchfrom FreundandMitchell’s descriptorsandervironment. Thedifferencesarethefollowing.

¢ F&M usenames(andtypes)aswell asenvironmentfunctionsmappingnames(andtypes)to
datastructuresoldinginformation. Our framework providesdirectaccesso datastructureand
informationwithout having to manipulatenamesgxceptfor purely dynamicitems,i.e., virtual
andinterfacemethodidentifiers.

e F&M useheterogeneoutipleswhereasour framewvork givesnamesto eachcomponenof a
structureddata(asin arecord).

e Our programstructureprovides moreinformationthan F&M'’s. E.g., given a class,onegets
accesdo its subclassesnethodspackage.

Instructions. In general, JCVMLe instructionshave accesgo more informationthantheir coun-
terpartin JVML ;. E.g.,the load instructionknows the type of the valueto load. Moreover, the
following instructionsaremissingfrom [FM99].

e dup, swap: theseinstructionsare not in the formalizationbut probablyarein the front-end
translatorof theverifier asthey arequitecommon.

e getstatic, putstatic: theseinstructionsmodelglobalvariable.We supposehatthey have
beenexcludedfrom [FM99] becauseasthe authors’concernis intraproceduraltheseinstruc-
tionsareuninterestingthey behae exactly asload andstore. Thisis notthe casefor inter-
procedurahnalyses.

%It maybeonly is atypechecler.
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e lookupswitch, tableswitch: thesebranchingnstructionsaremorecomple thanif but are

not fundamentallydifferent regardingthe flow of control and data. Although they could be
expressedusinga bunchof if, it seemsmore suitableto have a “native” treatmentof these
switichinstructions.Thereis no semantidifficulty.

inc: thisinstructionis notfundamentabsit canbe easilyandfaithfully expressedisingload,
push, numop andstore. We have keptit in our formalizationjust for the sale of exhaustvity.
However, it shouldnot betoo muchof a burdenin the context of our framework: it is theonly
instructionthatcantrivially berewrittenin termsof others.

Thefollowing instructionshave a differentnameor aremoregenerain JCVMLe:

numop encompassesdd. Thereis no technicaldifferenceregardinganalysis,exceptthatthat
someoperatorsasspecifiedoy a parameteto numop, areunaryratherthanbinary

if encompassesfeq. Again, thereis no fundamentatifferencebesideghe varying number
of operandsThe agumentsof if (seeabove) justallow all conditionalbranchingnstructions
to bemodeledwith a singleone.

new encompassel8oth new andnewarray of [FM99]: the type argumentis madericher to
includenotonly classtypesbut alsoarraytypes.

return encompasseseturnvalue. A resulttype parametesaysif the instructionreturns
void oravalue.

invokedetermined factorizesinvokestatic (missingin [FM99]) andinvokespecial, ex-
pressinghefactthatbothinstructionsactuallyinvoke amethodthatcanstaticallybedetermined
atlink time.
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B Linking Issues

Linking in the JCVM is differentfrom linking in the JVM. We understanderelinking asarything
thatallows two programunitsto run jointly, i.e., thatallows a programunit to referto anotherone.
(Linking alsooccursinternally in a given programunit, althoughit is not asgeneralasbetweenwo
programunits.) Programitemsinvolved in linking are packagesclassesjnterfaces,methodsand
fields. We call themlinkable programitems Linking datais usedbothto specifythe classstructure
of aprogramandto annotaténstructionswith informationusedat executiontime.

Namesvs. Tokens. Linking datain the JCVM is differentfrom linking datain the JVM.

e In the JVM, linking is basedon namegUTF-8 strings)andtypes. More precisely packages,
classeandinterfacesareidentifiedby their (fully-qualified) name fieldsareidentifiedby their
class,nameandtype!, methodsareidentifiedwith their classand signature(nameand argu-
menttypes). Someimplementationglsouseindicesto identify fieldsandmethodsinternally
especiallyat runtime. Indicesare used,e.g.,to getaccesdo a virtual methodin the method
tableof aclass.

e In the JCVM, linking is basedon tokensand offsets Tokensare small numbersidentifying
externallyvisible (i.e., public or protected)rogramitems;tokensarealsousedasindexesinto
varioustablesin the CAP file aswell asruntime datastructures.Linkable programitemsthat
are not externally visible (i.e., private or package-visiblepre referredto usingdirect offsets
into CAP file componentsatherthantokens. The mappingfrom namego tokensandoffsetsis
performedduringcorversionfrom classfilesto CAPfiles[Sun0(Q. In additionto tokens, JCVM
packagesirealsoreferencedisingAlDs (applicationidentifiersmadeof byte sequences).

As describedn this documentall staticlinking informationin the JCVMe is expressedisingdirect
referenceso theprogramstructurej.e.,element®f thedomainsPackage Class Interface Field and
Method. Dynamiclinking informationis abstracte@to opaqudDs of fieldsandmethods Low-level
detailsof the JCVM arehiddenandthe JCVMe is madecloserto the JVM.

Notethatnamesshouldnever beusedwhenexpressingheprogramsemanticgxceptto getaccess
to aclassor interfacegivenits fully qualifiedname,e.g.,to expressthe semanticof an APl method.
Field and methodIDs shouldalwaysbe usedinstead. One of the major reasonis that namesare
generallynot availablein the JCVM®.

Referencesto Packages.

e In the JVM, thereareno explicit referencedo packages.Packagesonly occurasprefixesin
classandinterfacenames.

¢ In the JCVM, referenceso packagearebasedn tokensaswell asAIDs.

In the JCVMe, packagesremadeexplicit in the programstructure:programscontainpackagesthat
in turn containclassesandinterfaces.Besidespackageslsoprovide accesgo their AID.

Referenceso Classesand Interfaces. Therearethreekindsof referenceso classesindinterfaces:
thosethatareusedfor building theclassstructurethosethatareusedto designatdieldsandmethods,

4Accordingto Java semanticstwo fieldsin the sameclasscannothave the samenameand differenttypes. Assuming
thecodeis well typed,thefield nameandclassareenoughto identify afield.

SCAP files do not containary name.Only Exportfiles containssomenames correspondingo programitemsthatare
externallyvisible (i.e., public or protected) Most namescanbe madeavailablethoughvia the (optional)Delbug Component
of the CAPfile.
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andthosethat are usedto build referencetypes. Thesereferencetypesoccurin field and methods
descriptorsaswell asparametersf someinstructions.
e IntheJVM, all referenceso classesandinterfacesarebasedn names.
e In theJCVM, referenceso classeandinterfacesarebaseckitheron offsetsor on packageand
classtokens.
In the JCVMe, all referenceso classesandinterfacesprovide a directaccesse® the representation
of theprogramstructurej.e., elementof the Classandinterfacedomains.

Referencesto Fields and Methods. Therearetwo kinds of referenceso field andmethods:those
thatare usedfor building the classstructure,andthosethat are usedby the instructionsthataccess
fieldsor invoke methods Referencesisedfor classstructuringareasfollows.
e In the JVM, referencego fields and methodsthat arerelevant for building the classstructure
areprovidedby the nestingof datastructuresn the programfiles.
e Thisis alsothe caseof the JCVM DescriptorComponentbut not of theotherCAP file compo-
nents thatreferto eachotherusingtokensandoffset$.
In the JCVMe, field and methodsreferenceshat represenprogramstructuretranslateinto direct
accesso thecorrespondindpigh-level datastructurej.e., elementof the Field andMethoddomains.
Only thereferenceshatareusedby theinstructionsthatinvoke virtual andinterfacemethodshave to
beexplicitly retained.For homogeneityeasonsteferencesor accessindieldsandinvoking definite
methodsarealsokept. This s furtherdetailedin thefollowing paragraphs.

Field and Method IDs. As explainedbelaw, fields and methodsare given IDs that are usedfor
identificationin variouslookupsrequiredby the instructionsemanticsge.g., identificationof actual
methodto call wheninvoking a virtual method. (We useterm“ID” ratherthan“identifier” to stress
that,althoughit is conceptuallyusedasaname |D equalityis notasnameequality) Fieldandmethod
IDs have thefollowing properties:
o Two field IDs or staticmethodIDs areequaliff the correspondindieldsor methodsareequal.
e Two virtual methodIDs areequaliff they correspondo methodgshatareeitherequalor such
thatoneoverridestheotherone.
¢ An interfacemethodID is equalto a virtual methodID iff the classof the correspondingyir-
tual methodimplementsthe correspondingnterfaceandif the correspondingnethodsmatch
accordingo the Java semantics.
¢ Two interfacemethodIDs areequaliff the correspondingnethodsareequal.
Also notethatI|D domainsfor classfields,instancefields, classmethodsandinstancanethodsareall
disjoint.

Static Field Access.
¢ In theJVM, instructionsthataccess staticfield referto a classname afield nameandafield
type.
e IntheJCVM, instructionghataccesastaticfield refereitherto anoffsetinto thestaticfieldim-
age (asspecifiedby the StaticField Componen{Sun0Q), or to tokensrepresenting package,
aclassandafield, whichin turnreferto anoffsetinto the staticfield image.

5The DescriptorComponents notneededor JCVM execution. It is usedto provide enoughtyping informationto allow
bytecodeverification. We assumehatthe DescriptorComponents alwayspresent.
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In the JCVMe, instructionsthataccess staticfield directly referto a staticfield in the Field domain
(see§2.6). Eachstaticfield hasa uniquestaticfield ID in the FieldID domainthatcanbe testedfor
equality e.g.,whenlooking up afield in atable.

Positioninformationthatis usefulat runtime (offsetinto the staticfield imageandpositioninto
the classfield value area)is not kept. It is not a problembecauseat is not neededto expressthe
operationabemantics.

InstanceField Access.

e In the JVM, instructionsthataccessninstancefield referto a classname,a field nameanda
field type.

e In theJCVM, instructionghataccessninstancefield referto afield tokenandaclass.

In the JCVMe, instructionsthataccesaninstancdield directly referto aninstancefield in the Field
domain(see§2.6). Eachinstancefield hasa uniqueinstancefield ID in the FieldID domainthatcan
betestedfor equality e.g.,whenlooking up afield in atable.

Positioninformationthatis usefulat runtime (field token and positioninto the classfield value
area)is notkept. It is notaproblembecausdt is not neededo expressthe operationakemantics.

Definite Method Invocation. Definitemethodsonsisof classmethodgalsocalledstaticmethods),
superclasandprivateinstancemethodsaswell asinstancenitialization methods.

e In the JVM, instructionsfor definite methodinvocation,i.e., instructionsinvokestatic and
invokespecial, referto adefinitemethodvia a classnameanda methodsignature.

e In the JCVM, instructionsfor definite methodinvocationreferto a definite method,eitherdi-
rectly via anoffsetif themethodis definedin this packageor indirectly via tokensrepresenting
apackagea classandafield if themethodis definedin anothempackage.

In the JCVMe, theinstructionfor definitemethodinvocationdirectly refersto adefinitemethodin the
Method domain(see§2.5). Eachdefinitemethodhasa uniquedefinitemethodID in the MethodID
domainthatcanbetestedfor equality e.g.,whenlooking up a methodin atable.

Virtual Method Invocation.

e In the JVM, the instructionfor virtual methodinvocationrefersto an instancemethodvia a
classnameand a methodsignature. It doesnot meanthat the correspondingnethodin this
classshouldbe called. It only definesa baseinstancemethodthatis possiblyoverriddenin
subclassedn JVM implementationsanindex is oftenassociatedo virtual methodgo rapidly
accessatruntime, theactualmethodto call giventhe methodtableof the classof the runtime
object. Alternatively, the classhierarchyhasto be walkedto find the appropriatemethod.

e In the JCVM, the instructionfor virtual methodinvocationrefersto aninstancemethodvia a
classreferenceanda virtual methodtoken. As in the casefor the JVM, this only definesa
baseinstancemethodthatis possiblyoverriddenin subclassesAs in the JVM case thevirtual
methodtoken somehw representshe index of the methodin the virtual methodtable of the
class.However, thistabledoesnotexist assuchiit is fragmentedalongtheclasshierarchyboth
inside and acrossCARP files. In JCVM implementationsthe ClassComponent®f the CAP
files aretraversedat runtimeto determinethe actualmethodto invoke. Becauseof the CAP
file format,determiningheright methodto invoke involvesusingtokensasindicesinto various
tablesanddoing (simple)arithmeticcomputations.
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In the JCVMe, the instructionfor virtual methodinvocationdirectly refersto a virtual methodin the
Methoddomain(sees2.5). As above, thismethodactuallyis abasemethodthatis possiblyoverridden
in subclassesTheactualmethodto call, giventheclassof aruntimeobject,isin thefirst classdefining
this basemethod(possiblyoverridingit) walking up the classhierarchyfrom theruntimeobjectclass
towardsthe classof the basemethod.To thateffect, eachvirtual methodis givenavirtual methodD
thatcanbe comparedwith othervirtual methodIDs in the classhierarchy As explainedabove (see
also§2.5), ary overridingmethodhasthe sameidentifierasthe methodit overrides.

Interface Method Invocation.

e In the JVM, theinstructionfor interface methodinvocationrefersto a virtual methodvia an
interface nameand the signatureof a methoddefinedin this interface. At run time, when
the classof the referencedbijectis knawvn, one possibleimplementation(asdescribedn the
JVM specificationfLY99]) is to searchts methodtablefor a methodthatmatcheshe method
signature Otherimplementationsanbemoreefficient, e.g.,replacingthesearchy anindexed
tablelookup.

e In the JCVM, the instructionfor interfacemethodinvocationrefersto aninstancemethodvia
a interfacereferenceand an interface methodtoken. At run time, whenthe classof the ref-
erencedobjectis known, the implementednterfacetable of this class,and possiblyof all its
superclassess searchedo find an entry for the interfacereferencedy the instruction. This
entryincludesanindexedtableto mapthe interfacemethodtokeninto a virtual methodtoken.
This virtual methodtoken is thento be usedasif performinga virtual call on the referenced
object,asdescribedn the previousparagraph.

In the JCVMe, theinstructionfor interfacemethodinvocationdirectly refersto aninterfacemethodin
the Method domain(see§2.5). As in thevirtual methodinvocationcasethis is justanindicationof a
basemethod.Theactualmethodto call, giventhe classof a runtimeobject,is thefirst classdefining
this basemethodwalking up the classhierarchyfrom the runtime classtowardsthe classof the base
method. To that effect, eachinterfacemethodis given an interfacemethodID that canbe matched
againstirtual methodIDs foundin the classhierarchy(see§2.5).



