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Abstract. This report describesthe syntaxof the JCVMLe language,that modelsthe Java Card
Virtual MachineLanguage.WeproposeJCVMLeasthelanguageto bestudiedin theSecSafeproject.

JCVMLe is presentedin astylethatallows aneasybrowsingof linkedprograms.Thegoalof this
formalizationis to provide a high-level representationthat abstractsuninterestinglanguagedetails
while preservingthegeneralityandapplicabilityto realisticJava Cardprograms.
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2 1 INTRODUCTION

1 Intr oduction

Java Cardprogramsarecompiledinto the Java CardVirtual MachineLanguage(JCVML) [Sun00,
Sun99]. This reportsdescribesJCVMLe, a languagethatcapturestheessenceof JCVML, abstracting
minor languagedetails,while preservingthe full expressionpower of theJCVM language.We pro-
poseJCVMLeasthelanguageto bestudiedin theSecSafeproject.Wecall JCVMe theJCVM variant
supportingthelanguageJCVMLe.

Thestructureof JCVMLe is presentedasfunctionsoperatingoveradatastructure(e.g.,to traverse
theclasshierarchy):a programin JCVMLe canbethoughtof asa graphandmostfunctionsmerely
follow an edgeof the graphfrom one nodeto anotherone, e.g., from a classto its superclassto
traversethe classhierarchy. Although JCVMLe is expressedin termsof functions,it merely is a
syntacticrepresentation;this representationis rich andabstractthough. A moretraditionalconcrete
syntaxis alsoprovided. This concretesyntaxis intendedonly asa practicalcommunicationmeans
betweenhumans;it is not intendedto beparsedby any tool (seesection1.3).

1.1 The Framework

The framework describedin this documenthidesuninterestinglanguageandVM detailsso that the
focuscanbekeptonthesalientconstructsandfeaturesof theJCVM.Programanalysesandsemantics
areto beexpressedon thiscoreJCVMLe language,ratherthanonactualJCVM programs.Toolswill
providesthelink betweenbothvisions(see

�
1.3).

CAP File Format Abstraction. Theformatof theJCVM CAPfilesaresubstantiallydifferentfrom
theJVM classfiles,especiallyregardinglinking information.In theJCVM, linking is basedon tokens
andoffsetsratherthannamesandtypes,asin theJVM — in fact,CAP file translationgetsrid of all
names1. Tokensaresmall numbersidentifying externally visible (i.e., public or protected)program
items. Tokensarenot global identifiers;they aremeaningfulonly in the scopeof a given package
or class.Tokensarealsousedasindexesinto varioustablesin theCAP file aswell asruntimedata
structures.Someindirect lookupsinto tablesmayrequiredoingsome(simple)arithmeticon tokens.
Linkableprogramitemsthatarenotexternallyvisible (i.e.,privateor package-visible)arereferredto
usingdirectoffsetsinto CAP file componentsratherthantokens.Themappingfrom Java namesand
typesto tokensandoffsetsis performedduringCAPfile conversion[Sun00].

A majorabstractionof our framework relatesto theformatof theCAP file. All offsetsinto CAP
file components,all tokens,and all table lookups(including cascadesof lookupsto searchfor an
item) arehidden.Theprogramstructuremadeavailableprovidesdirectaccessto all informationand
allows easyprogrambrowsing;all instructionshave directaccessto therelevantdatastructure.Only
purelydynamiclinking, requiredfor virtual andinterfacemethodinvocation,hasto beretained.It is
madeasabstractaspossiblethough,andcloseto theJVM classmemberidentificationscheme.See
appendixB for moredetails.

High-level Instructions. Moreover, similar JCVML instructionshave beengroupedin JCVMLe.
Theresultinghigh-level instructionspossiblytake extra parameters.(SeealsoappendixA for acom-
menton instructiongroupingcomparedto FreundandMitchell’s formalization.)Herearesometypi-
cal examples:� all numericoperationssuchas ����� and ����	 arerepresentedusingasingle 
�����
�� instruction,

1Theonly stringsrepresentingnamesthatremainareexternallyvisiblenameslocatedin theExportfiles.
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��� 
���� � is not retainedasit is justaspecialcaseof � 
���� ,� 
���� now encompassesthe 
�������������� and ��
�������������� ,��� 
� �
�!�� factorizes� 
� �
�!����#"���" ��$ and � 
� �
�!����%��� $�� � � , etc.

All in all, the185JCVML instructionshave thusbeenreducedto 30 in JCVMLe. It mustbenoted
thatJCVMLe retainsthefull expressionpower of theJCVM. As a matterof fact, thereis a “direct”
translationfrom JCVMLe programsto JCVML programs,andconversely. This translationdoesnot
requireany analysis;it is somehow “syntactic”.

1.2 The LanguageSubsetIssue

One important thing to keepin mind is that the closestwe stay to the original JCVM, the more
guaranteewe have thatour analyseswill provide resultsthatwe canrely on. As a matterof fact,this
issuewassomehow mentionedin [MLM00] regardingthecodeof bytecodevs.sourcecode2.

As saidabove, JCVMLe capturesall JCVML. This doesnot imply thatall JCVMLe instructions
andfeatureshave to besupportedright from thebeginningof theSecSafeproject.Rather, they should
bethoughtof asfinal targetsandparticipantscouldpossiblyfocusondifferentsubsetsin thecourseof
theproject.In otherwords,whichlanguagesubsetis treatedatagiventimeof theprojectis aseparate
issue,notaddressedin thisdocument.A propositionof ahierarchyof languagefeaturesto bestudied
in SecSafecanbefoundin [Mar00].

1.3 CaseStudiesand Implementation

This formalizationwill be implementedasa library providing functionsto readandlink CAP files,
andto traversetheprogramstructure.Thiswill includeall thefunctionslistedin sections2 and3. An
analyzer, or any othersemantictool, will justhave to interfacewith this library.

Java Card casestudiesthat TrustedLogic will provide will usethe CAP file format. Reading
suchfiles using the library will provide accessto the high-level representation.Therewill not be
any intermediate,syntacticrepresentationof JCVMLe, to belaterparsedby ananalyzeror any other
semantictool.

1.4 Organizationof This Document

The report is organizedas follows. Section2 describesthe generalstructureof a program. Sec-
tion 3 presentsthedifferentinstructions.AppendixA briefly comparesour framework to Freundand
Mitchell’s formalization[FM99].

1.5 Notations

The formalizationpresentedin this report is expressedin an algebraicform. We usethe following
notations.(Capitalizationconventionsroughlyfollows thoseof Java programming.)

2“Bytecodeshouldbe consideredratherthanJava or Java Cardsourcelanguage.This is especiallyimportantin the
context of certificationsat thehighestlevelsof theCommonCriteriabecauseproving propertieson sourcecodewould not
be consideredassufficient. An extra proof would be requiredto ensurethat the desiredpropertiesarepreserved by the
translationinto bytecode.This translationis not straightforward in thecaseof Java Card(Java compilationandCAP file
generation);a two-phaseverificationprocesswould besignificantlymorecomplex thana directbytecodeverification.”
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Domains. Whatwecall adomainis thisdocumentmerelyis asetequippedwith functions.Domains
arewrittenusingslantedcapitalizednames,e.g.,Class. If thenameis madeof severalwords,eachof
themis capitalized,e.g.,ReturnAddressType.

Primitive domains,which alsocorrespondto primitive valuesof theJava language,arenot capi-
talizedthough,e.g.,boolean, int . Wealsoborrow theString domainfrom Java.

A & subscriptdenotesa domainaugmentedwith an extra & element,typically to representan
erroror anunknown value,e.g.,Class' .

Constants. Constantsarewritten with slanteduppercasenames,e.g.,TRUE. If thenameis made
of severalwords,they areuppercaseandseparatedby anunderscore,e.g.,RETURN ADDRESS.

Constantof primitive domainsare not uppercasethough,e.g., true, false. Stringsare written
betweendoublequotes,e.g.,”java.lang.Object”.

Functions. Functionsarewritten usingslantedlowercasenames,e.g.,type ( Field ) Type. If the
nameis madeof severalwords,they areall capitalizedexceptthefirst onewhich is lowercase,e.g.,
isPackageVisible ( Field ) boolean. Primitive domainsandconstantsalsohave slantedlowercase
namesthough(seeabove).

Function Overloading. Differentfunctionssometimeshave thesamename;in this case,their type
is usedto disambiguatethem. This overloading— commonin mathematics— simplifiesthecorre-
spondencebetweentheformalizationandthe implementation,which will bewritten in Java anduse
methodoverloading.

Variables. Variablesandplaceholdersarewritten with italicized names,e.g., index, * . Variables
aresometimesusedin functiondeclarationsto disambiguatedomains.E.g.,function

lookupTable ( KeySwitchInstruction),+ int - int .
is actuallydeclaredas:

lookupTable ( KeySwitchInstruction)/+10 match ( int 23-40 offset ( int 2�.
Variablescanalsobeusedto clarify theuseof adomain,for instanceto specifyameasureunit, e.g.,

maxOperandStackHeight( BytecodeMethod)50 nbWords ( int 2
Program Elements. Java andJCVM programelementsarewritten using a typewriter font, e.g.,
Java keyword "���� , Java andJCVM type 	���"�� , JCVM instruction ������� .
Domain Inclusion, Disjointnessand Membership. Exceptotherwisenoted,all domainsdefined
in this documentaredisjoints. In a domaindefinition, disjoint union is stressedusingthe notation687:9<;>=@?1?1?A=B9DC

, meaning
6E7E9<;GFH?1?1?�F49DC

and IKJ4L7NM�OP9DQSR>9BTU7WV
. E.g., Type

7
PrimitiveType

=
ReferenceType. Thiscanbesomehow thoughtof asasumdomain.

It is possibleto testthemembershipof a domain,e.g.,“if XZY ReferenceType then...”, asif there
werea function

isA ( Element- Domain ) boolean
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AccessFunctions. Functionslistedin section2 providea functionalaccessto datastructuresrepre-
sentingtheprogram.To simplify notationsandget rid of a few parentheses— andkeepingup with
thespirit of objectorientation— we sometimeswrite [ ?]\ insteadof

\ 0^[_2 . For instance,themethods
of aclass̀ canbereferredto as ` ?methodsinsteadof methods0a`%2 . Likewise,testingif amethodb is
staticcanbewritten b ? isStaticinsteadof isStatic0cbd2 . This canactuallyapply to any functionwith
oneargument.

Whena functionhasmorethanoneargument,the remainingargumentscanbe mentionedasin
object-orientedlanguages,i.e., [ ;e?]\ 0^[gf O1?1?1?%O [ C 2 insteadof

\ 0^[ ;1O [�f O1?1?1?hO [ C 2 . Thisnotationdoesnot
reducethesizeof theexpression;it is only usedto put a stresson thefirst argument,especiallywhen
it representsa kind of environmentfor computing

\
. For example,theclassnamedi in a programj

canbenotedj ? class0cik2 insteadof class0lj O ik2 .
Arrays. For any set * , we note +m*n. the setof finite arraysof elementsof * . The lengthof an
arraycanbe known usingfunction length (o+m*p.q) int . The indicesof an array r rangefrom 0 tor ? length sut .
Sets. For any set * , we note vw+m*x. y thesetof finite setsof elementsof * . Thesize(cardinality)of
afinite setcanbeknown usingfunctionsize (�vw+m*x. yD) int.

Ranges. A range(interval) of integersbetweenvaluesr and z (inclusive) is written r ?{? z .
2 Program Structure

Weusethetermprogramstructure to referto all programinformationbesidesinstructions.It includes
in particulartheclasshierarchyandis indispensablefor expressingthesemanticsof a JCVMLe pro-
gram.

2.1 Program

A programcontainsa setof packages.A class,interfaceor packagecanberetrievedfrom a program
givena fully-qualifiedname.It is alsopossibleto retrieve apackagegivenits AID (see

�
2.2).

class ( Program -|0 longName( String2}) Class'
interface ( Program -|0 longName( String2}) Interface'
package ( Program -|0 longName( String2}) Package'
package ( Program - AID ) Package'

packages ( Program )Wvw+ Package. y
The & subscriptindicatesthatlookingup for a class,interfaceor package,givenaname,mayfail.

2.2 Package

A package containsclassesandinterfaces.It hasanAID aswell asmajorandminorversionnumbers.

classes ( Package)Wvw+ Class. y
interfaces ( Package)Wvw+ Interface . y
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aid ( Package) AID

majorVersion ( Package) int

minorVersion ( Package) int

An AID (applicationidentifier)consistsof anarrayof bytes.It canbetestedfor equality.

bytes ( AID )/+ byte .
equals ( AID - AID ) boolean

2.3 Class

A classbelongsto a package.It hasa (direct) superclassaswell as(direct)subclasses.It (directly)
implementsinterfaces.It has(direct)fieldsandmethods;inherited(indirect)fieldsandmethodshave
to belookedup in thesuperclass.It hasso-called“accessflags”.

package ( Class ) Package

superClass ( Class ) Class'
subClasses ( Class )Wvw+ Class. y

implementedInterfaces ( Class )Wvw+ Interface . y
fields ( Class )Wvw+ Field . y

methods ( Class )Wvw+ Method . y
isFinal ( Class ) boolean

isPublic ( Class ) boolean

isAbstract ( Class ) boolean

Thepossible& valuefor superClasscorrespondsto thefactthatall classeshave a superclass,except~ �� ���� � ��
��3����	 ~ � $ " thathasnone.

2.4 Interface

An interfacebelongsto a package.It (directly) extendssuperinterfacesandit is (directly) extended
by subinterfaces. It is (directly) implementedby classes.It contains(direct) fields andmethods.It
has“accessflags”.

package ( Interface ) Package

subInterfaces ( Interface )�vw+ Interface. y
superInterfaces ( Interface )�vw+ Interface. y

implementingClasses ( Interface )�vw+ Class. y
fields ( Interface )�vw+ Field . y

methods ( Interface )�vw+ Method . y
isFinal ( Interface ) boolean

isPublic ( Interface ) boolean

isAbstract ( Interface ) boolean

isShareable ( Interface ) boolean



2.5 Method 7

2.5 Method

A methodhasa typeandits argumentsrepresentsa known numberof wordson theoperandstack.It
has“accessflags”. It knows in whichclassor interfaceit is definedor declared.

type ( Method ) MethodType

nbArgumentWords ( Method ) int

isInit ( Method ) boolean

isAbstract ( Method ) boolean

isPackageVisible ( Method ) boolean

isProtected ( Method ) boolean

isPrivate ( Method ) boolean

isPublic ( Method ) boolean

isFinal ( Method ) boolean

isStatic ( Method ) boolean

classI ( Method ) Class
F

Interface

Moreover, eachmethodhasa methodID, usedfor virtual and interfacemethodinvocation. The
equalitytestonmethodIDs is thesmallestequivalencerelationthatsatisfiesthefollowing properties.� If amethodoverridesanotherone,their methodIDs areequal.� If aninstancemethodimplementsaninterfacemethod,theirmethodIDs areequal.

In othercases(besidesequivalencebasedon thesetwo properties),two methodIDs areconsidered
different.

id ( Method ) MethodID

equals ( MethodID - MethodID ) boolean

A methodthatis notabstractis abytecodemethod, thathasadditionalinformationconcerningthe
methodbody. In particular, thebytecodeis decodedandlinked, forming a sequenceof Instructions
(see

�
3). Theseinstructionsareaccessedvia (abstract)addresses.The following datais available:

addressof thefirst instruction;addressof theinstructionfollowing theinstructionat a givenaddress;
instructionat a given address.And it is possibleto checkif an addressprecedesanotheronein a
method(this is usedfor exceptionhandling). A bytecodemethodalso hasan array of exception
handlers.It knows themaximumnumberof wordsneededto storelocalvariableswhenexecutingthe
method,aswell asthemaximumoperandstackheight(numberof words).

BytecodeMethod � Method

firstAddress ( BytecodeMethod ) Address

nextAddress ( BytecodeMethod- Address ) Address'
instructionAt ( BytecodeMethod- Address ) Instruction

precedes ( BytecodeMethod- Address - Address ) boolean

maxOperandStackHeight ( BytecodeMethod)50 nbWords ( int 2
maxLocalVariableArraySize ( BytecodeMethod)50 nbWords ( int 2

exceptionHandlers ( BytecodeMethod)5+ ExceptionHandler.
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An exceptionhandler is structuredasfollows. It hasa catchtype, that is undefinedfor “ � � 
�� ��� � ”
handlers.It hasbytecodeaddressesto markthebeginningandend(inclusively) of the“ "���� ” region. It
hasanaddresscorrespondingto thecodethathandlestheexception.Theexceptionhandlersordering
is thesameasspecifiedin [LY99, Sun00].

catchType ( ExceptionHandler) ClassType'
startAddress ( ExceptionHandler) Address

endAddress ( ExceptionHandler) Address

handlerAddress ( ExceptionHandler) Address

2.6 Field

A field hasa type. It has“accessflags”. It knows in which classor interfaceit is definedor declared.
A staticfield possiblyhasaninitial value. (Initial valuesaremadeexplicit in theCAP file formatof
theJCVM, asopposedto classfilesof theJVM, thatinitialize staticfieldsusingstaticinitializers,i.e.,� $���� 
 � "�� methods.)

type ( Field ) Type

isPackageVisible ( Field ) boolean

isProtected ( Field ) boolean

isPrivate ( Field ) boolean

isPublic ( Field ) boolean

isFinal ( Field ) boolean

isStatic ( Field ) boolean

classI ( Field ) Class
F

Interface

initValue ( Field ) int
F + int . F v null

O &�y
Moreover, eachfield hasauniquefield ID thatcanbetestedfor equality.

id ( Field ) FieldID

equals ( FieldID - FieldID ) boolean

2.7 Type

A methodtyperepresentstheargumenttypesaswell astheresulttypeof amethod.

parameterTypes ( MethodType )5+ Type .
resultType ( MethodType ) ResultType

Therearedifferentkindsof types.

Type
7

ReferenceType
=
PrimitiveType

ReferenceType
7

ArrayType
=
ClassType

=
InterfaceType

PrimitiveType
7

BooleanType
=
NumericType

=
ReturnAddressType

NumericType
7

IntegralType

IntegralType
7

ByteType
=
ShortType

=
IntType

ResultType
7

Type
=
VoidType
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Thereis a single representative for eachdifferent primitive type as well as for the void type. An
undeterminedreferencetypeis alsoprovided;it is usedto annotateinstructionswith thegeneralkind
of valueit operateson.

ReturnAddressType
7 v RETURN ADDRESSy

BooleanType
7 v BOOLEAN y

ByteType
7 v BYTE y

ShortType
7 v SHORT y

IntType
7 v INT y

VoidType
7 v VOID y

ReferenceType � v REFERENCEy
A typecanbetestedfor subtyping.It hasa numberof dimensions,which is null (zero)if it is not an
arraytype— this is not to beconfusedwith thelengthof aone-dimensionarray.

isSubtypeOf ( Type - Type ) boolean

nbDimensions ( Type ) int

In addition,classandinterfacetypesprovideaccessto thecorrespondingclassandinterface.An array
typeprovidesaccessto its elementtype.

class ( ClassType ) Class

interface ( InterfaceType ) Interface

elementType ( ArrayType ) Type

2.8 ConcreteSyntax

Theabove formalizationof JCVMLe programsusesa functionalstyle. It actuallygivesaccessto a
rich underlyingdatastructurethat is graph,ratherthana tree. It is thusnot easyto visualizeor to
communicate,especiallyvia ascreenor apieceof paper.

We defineherea concretesyntaxfor JCVMLe programs. This grammaris intendedonly for
comprehensionandcommunicationbetweenhumans.In thecontext of theproject,thereis nointerest
in building a parserfor it.

As JCVMLeprogramsactuallycomefrom Java (Card)programs,wedecidedto reusea largepart
of theJava grammar. Onemajoradvantageof this solutionis thatit is easyto understandto anybody
thatknows Java. Moreover, it naturallycapturesall thefeaturesthatarerelevant for theJCVM. The
only differencerelatesto methodandfields IDs, which we do not detail here: a field ID is to be
thoughtof asa qualifiedfield nameanda methodID asa methodsignature(in the Java sense,i.e.,
nameandargumenttypes,see[LY99, GJSB00]).

In practice,we build uponthegrammarfor Java definedin [GJSB00]. All programitemscorre-
spondingto packages,classes,interfaces,methods,fieldsandtypesareborrowedverbatimfrom this
grammar. Weonly needto redefinethegrammarrule thatdefinesa Java methodbody(see[GJSB00,
section8.4.5]); we defineit herein termsof JCVMLe instructionsratherthanJava statements.(Al-
ternatives in a grammarrule arewritten asseparatelines. See[GJSB00, chapter2] for a complete
specificationof thesyntaxof grammarrules.)
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MethodBody:
InstructionBlock�

Instructionblocksaredefinedin section3.3,which alsoprovidesa exampleof concretesyntaxfor a
completeprogram.

3 Instructions

Instructionsaredecodedfrom arraysof bytecodefoundin bytecodemethodbodies(see
�
2.5).Thisin-

volvesresolvingreferencesthatarepossiblypresentamongtheirstaticparameters,suchasreferences
to class,fields,etc.

3.1 Operand Type

As Java VM instructions,mostJCVMLe instructionaretyped: they operateon valuesthat have an
expectedtype.Possibleinstructionoperandtypesarethefollowing.

OperandType
7

NumericType
F v REFERENCEy

NumericTypeandREFERENCEaredefinedin
�
2.7.TheREFERENCEtyperepresentsany reference

type. It alsoindicatesapossiblereturnaddressin thecaseof theStoreLocalVariableInstruction (used
for subroutinecalls). The BYTE type (elementof NumericType) is usedby the Java compiler to
alsoimplementbooleans;thereis no BOOLEAN in OperandType. Only field andmethodtypescan
explicitly referto type 	�
�
 � ����
 .

Most instructionsonly make sensefor a subsetof theseoperandtypes.However, for readability
reasons,theinstructionsignaturegivenin thefollowing sectiondoesnottry to enforceoperandtyping.
Conversely, sometypesareusedonly by a limited numberof instructions.Theextremecasein the
VOID type,thatis only usedby theReturnInstruction.

Note that the operandtype is not neededfor theoperationalsemanticsof JCVMLe. This infor-
mation,presentin the original bytecode,is only usedto make “defensive” VM that do not have a
bytecodeverifier. As weassumethebytecodeto beverified,theoperandtypeis just informative.

3.2 Instruction Set

JCVMLe instructionsarethefollowing.

Instruction
7

ArrayLengthInstruction=
ArrayLoadInstruction=
ArrayStoreInstruction=
CheckCastInstruction=
ConditionalBranchInstruction=
DuplicateWordsInstruction=
GetInstanceFieldInstruction=
GetStaticFieldInstruction=
IncrementLocalVariableInstruction
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=
IndexSwitchInstruction=
InstanceOfInstruction=
InvokeDefiniteMethodInstruction=
InvokeInterfaceMethodInstruction=
InvokeVirtualMethodInstruction=
JumpSubroutineInstruction=
KeySwitchInstruction=
LoadLocalVariableInstruction=
NewInstruction=
NoOperationInstruction=
NumericOperationInstruction=
PopWordsInstruction=
PushConstantValueInstruction=
PutInstanceFieldInstruction=
PutStaticFieldInstruction=
ReturnInstruction=
ReturnSubroutineInstruction=
StoreLocalVariableInstruction=
SwapWordsInstruction=
ThrowInstruction=
UnconditionalBranchInstruction

Theseinstructionshave thefollowing parameters.

type ( ArrayLoadInstruction ) OperandType

type ( ArrayStoreInstruction ) OperandType

type ( CheckCastInstruction ) ReferenceType

operation ( ConditionalBranchInstruction ) NumericComparison

operandType ( ConditionalBranchInstruction ) OperandType

nullComparison ( ConditionalBranchInstruction ) boolean

target ( ConditionalBranchInstruction ) Address

nbWords ( DuplicateWordsInstruction ) byte

insertionDepth ( DuplicateWordsInstruction ) byte

field ( GetInstanceFieldInstruction ) Field

fromThis ( GetInstanceFieldInstruction ) boolean

field ( GetStaticFieldInstruction ) Field

type ( IncrementLocalVariableInstruction ) OperandType

index ( IncrementLocalVariableInstruction ) int

constant ( IncrementLocalVariableInstruction ) short

type ( IndexSwitchInstruction ) OperandType
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lowValue ( IndexSwitchInstruction ) int

targets ( IndexSwitchInstruction ),+ Address.
defaultTarget ( IndexSwitchInstruction ) Address

type ( InstanceOfInstruction ) ReferenceType

method ( InvokeDefiniteMethodInstruction ) Method

baseMethod ( InvokeInterfaceMethodInstruction ) Method

baseMethod ( InvokeVirtualMethodInstruction ) Method

target ( JumpSubroutineInstruction ) Address

type ( KeySwitchInstruction ) OperandType

lookupTable ( KeySwitchInstruction ),+10 match ( int 2o-40 address ( Address2�.
defaultTarget ( KeySwitchInstruction ) Address

type ( LoadLocalVariableInstruction ) OperandType

index ( LoadLocalVariableInstruction ) int

type ( NewInstruction ) ReferenceType

operation ( NumericOperationInstruction ) NumericOperation

operandType ( NumericOperationInstruction ) OperandType

resultType ( NumericOperationInstruction ) OperandType

nbWords ( PopWordsInstruction ) byte

constant ( PushConstantInstruction )�v null y F int

type ( PushConstantInstruction ) OperandType

field ( PutInstanceFieldInstruction ) Field

toThis ( PutInstanceFieldInstruction ) boolean

field ( PutStaticFieldInstruction ) Field

resultType ( ReturnInstruction ) OperandType
F

VoidType

index ( ReturnSubroutineInstruction ) int

type ( StoreLocalVariableInstruction ) OperandType

index ( StoreLocalVariableInstruction ) int

nbTopWords ( SwapWordsInstruction ) byte

nbWordsBelow ( SwapWordsInstruction ) byte

target ( UnconditionalBranchInstruction ) Address

As indicatedin theJCVM specification,a StoreLocalVariableInstruction that is markedasoperating
on a valueof referencetype canactuallyalsooperateon a returnaddress.Numericoperationsand
comparisonsareasfollows.

NumericComparison
7 v EQ

O
GE

O
GT

O
LE
O
LT
O
NE y

NumericOperation
7

UnaryNumericOperation
F

BinaryNumericOperation

UnaryNumericOperation
7 v NEG

O
TO y

BinaryNumericOperation
7 v ADD

O
SUB

O
MUL

O
DIV

O
REM

O
CMP

O
AND

O
OR

O
XOR

O
SHL

O
SHR

O
USHR y
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The numeric operationTO expressesnumeric type conversion. E.g., the ��� � instruction corre-
spondsto aNumericOperationInstruction J suchthat J ? operandType

7
INT , J ? resultType

7
SHORT,J ? operation

7
TO.

3.3 ConcreteSyntax

As explainedin section2.8, we expressthe concretesyntaxof a JCVMLe programon the basisof
thegrammarfor Java definedin [GJSB00]. As is thecasefor mostgrammars,not all parsablepro-
gramshaveameaning;semanticrestrictionsarethoseof theinstructionparameters,whosefunctional
declarationwasgivenin theprecedingsection.

Instruction Block. An instructionblock representsan implementedmethodbody. It consistsof a
list of instructionslabeledwith anaddress,anda list of exceptionhandlers.Althoughthefunctional
representationreliesonrelativeoffsets,theconcretesyntaxis expressedin termsof absoluteaddresses
(i.e., offset from 0) to make readingeasier;the correspondenceis straightforward. An exception
handleris givenby an“active” rangeof addresses,a classtype(or � if this is a “ � � 
�� ��� � ” handler)
to matchandanaddressto jumpto in caseof matching.

InstructionBlock:�
LabeledInstructionsopt ExceptionHandlersopt �

LabeledInstructions:
LabeledInstruction
LabeledInstructionsLabeledInstruction

LabeledInstruction:
Address � Instruction

ExceptionHandlers:
ExceptionHandler
ExceptionHandlers ExceptionHandler

ExceptionHandler:
Address � Address � CatchType ��� Address

CatchType:
ClassType�

NonterminalsClassTypeandDecimalNumeral aredefinedin thegrammarfor Java [GJSB00].

Addr esses. Addressesappearasnumbersin theconcrtesyntax.However, they shouldbethoughtof
aslabelsbecausethereis noarithmeticonaddresses:all offsetsareturnedinto “absolute”addresses.

Address:
DecimalNumeral

Theinstructionsof a methodbodyarelabeledwith successive addressnumbers,startingat 0. In the
operationalsemanticsrules,insteadof writing “ b ? nextAddress0 pc2 ” or “nextAddress0cb O pc2 ”, it can
beconvenientto only write “pc ��t ”. (Themethodb is understood.)It is just a matterof explicitly
introducingtheappropriatenotation.
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Instructions. Instructionmnemonicsarebasedonthosefoundin theJVM andJCVM.Thetypepre-
fix usedin mostJVM andJCVM instructionhasbeendroppedandturnedinto anexplicit parameter,
following thefunctionalrepresentationof instructions.Weusetheletter“ � ” insteadof “ � ” to indicate
a referenceor, possibly, a returnaddressin the caseof the ��"�
���� instruction(usedfor subroutine
calls).

Instruction:
�
�����K��� OperandType Constant��
�� NbWords����� NbWords NbWords�%����� NbWords NbWords
�����
�� OperandType NumericOperator OperandTypeopt� 
���� OperandType LocalVariableIndex��"�
���� OperandType LocalVariableIndex� 
 $ OperandType LocalVariableIndex IntegerConstant��
�"�
 Address� � ComparisonOperator OperandType NullComparisonopt ��
�"�
 Address� 
�
�!����g��� � " $ � OperandType MatchTableEntriesopt � ��������� � "H��� Address"���	 � ���%� � " $ � OperandType IndexTableEntry � ��������� � "���� Address
���� ReferenceType$ ��� $ ! $ ���#" ReferenceType� 
K�#"���
 $ ��
�� ReferenceType����"g��"���" ��$ Name����"g��"���" ��$ Name����"�� � � � ��"�� � � opt Name����"�� � � � ��"�� � � opt Name� 
� �
�!�������� � 
 � "�� Signature� 
� �
�!��� � ��"���� � Signature� 
� �
�!�� � 
�"�������� $ � Signature����"�����
 OperandTypeopt��������� � ��
���"����������� � 
���� OperandType���������g��"�
���� OperandType"�����
��~ ��� Address����" LocalVariableIndex

OperandType: oneof�u	�� �
Constant:

NullLiteral
IntegerConstant

IntegerConstant:� opt IntegerLiteral

NbWords:
DecimalNumeral
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ComparisonOperator: oneof���u
��u��" � � � "�
��
NullComparison:oneof��
�� ���
NumericOperator: oneof
����������n����	���� � � �  ������p��
���
��u��
��x�%� � �%�����K�%����"�
 $ ���
LocalVariableIndex:

DecimalNumeral

MatchTableEntries:
MatchTableEntry
MatchTableEntries � MatchTableEntry

MatchTableEntry:
IntegerConstant ��� Address

IndexTableEntry:
IntegerConstant ��� Addressesopt

Addresses:
Address
AddressesAddress

Signature:
Name � TypeListopt �

TypeList:
Type
Type � TypeList

TheOperandTypenonterminalrepresentrespectively the reference(or, possibly, returnaddress)
typeandthetypes	���"�� (or 	�
�
 � ����
 ), �%��
���" and � 
�" .

TheNullComparisonis optional. If present,it indicatesa conditionalthatcomparestheoperand
stacktop with 0 or null . E.g., “ � �p������� ” models“ � ����� ”. If absent,thecomparisonis between
thetwo topelementsof theoperandstack.E.g.,“ � ������� ” models“ � � � $ ������� ”.

Thekeyword "�� � � is optionalin instructions����"�� � � � � and ����"�� � � � � . It allows therepresenta-
tion of JCVM specializedinstructions.E.g.,“ ����"�� � � � ��"�� � � ” models“ ����"�� � � � � "�� � � � ” (if the
field is of typereference).

NonterminalsReferenceType, NullLiteral, IntegerLiteral, DecimalNumeral andNamearedefined
in the grammarfor Java [GJSB00]. The nonterminalsReferenceTypeandResultTypearenot to be
confusedwith thedomainsReferenceType andResultType, definedin section2.7.

Table1 informally relatestheconcretesyntaxto thefunctionalrepresentation.It is alsoconvenient
asa summaryof theJCVMLe instructionset.Figure1 providesaconcretesyntaxexample.
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Figure1: Java Cardprogramexample(left), correspondingJCVMLeprogram(right)
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A Brief ComparisonWith Freund and Mitchell’ s Formalization

FreundandMitchell (F&M) have proposeda formalizationof the Java bytecodelanguage[FM99].
Their publishedformalizationdescribesthe languageJVML & , that only includesa fraction of the
JCVML, consistingof representative instructions.

Moreover, theauthorshave developeda prototypeimplementationof a bytecodeverifier3 based
on this formalization,which is ableto verify “a large fraction of the JDK library”. Becauseof the
frequency of mostmissinginstructionsin JVML & , we believe that that theprototypesupportsmany
moreinstructionsthanthegivenformalization.

In fact, the prototypemakes useof a translatorthat is dedicadedto verificationand that maps
Java bytecodeto a subsetof JVML & . The authorssaythat “this translationpreserves the structure
andthedataflow of theoriginalprogram,but utilizesasmallcoreverifier to performtypesynthesis.”
For instance,it replaces� 
� �
�!��� � ��"���� � by a few ��
�� s (for the arguments)and a ���K�%� (for the
result). The reasonis that their bytecodeverificationis only interestedin the effect on the operand
stack;it is thusenoughto analyzeeachmethodin turn. As canbeseenfrom this example,thedata
flow that is actuallypreserved is just theintraproceduraldataflow. This abstractionis not suitablefor
interproceduralanalyses,aswill be neededin SecSafe,e.g., to tracethe flow of privatedata. (See
also the endof section8.4 of [FM99], wherethe authorssay in particular“we have not included
interproceduralanalysisor globalinformationin our framework”.)

Weshouldthusbecautiousaboutrelyingon,or comparingto [FM99], astheauthorsdo nothave
thesamegoalsasours.Their formalizationmayhaveabstractedawayinformationthatis usefulto us.
Our framework is not fundamentallydifferentfrom theformalizationin [FM99] though.Differences
arelistedbelow.

Program Structur e. The programstructuredescribedin section2 doesnot conceptuallydiffer
muchfrom FreundandMitchell’s descriptorsandenvironment.Thedifferencesarethefollowing.� F&M usenames(andtypes)aswell asenvironmentfunctionsmappingnames(andtypes)to

datastructuresholdinginformation.Our framework providesdirectaccessto datastructureand
informationwithout having to manipulatenames,exceptfor purelydynamicitems,i.e., virtual
andinterfacemethodidentifiers.� F&M useheterogeneoustupleswhereasour framework givesnamesto eachcomponentof a
structureddata(asin a record).� Our programstructureprovidesmore informationthanF&M’ s. E.g., given a class,onegets
accessto its subclasses,methods,package.

Instructions. In general,JCVMLe instructionshave accessto more informationthantheir coun-
terpartin JVML & . E.g., the � 
���� instructionknows the type of the value to load. Moreover, the
following instructionsaremissingfrom [FM99].� ����� , �%����� : theseinstructionsare not in the formalizationbut probablyare in the front-end

translatorof theverifier asthey arequitecommon.� ����"��#"���" ��$ , ����"g��"���" ��$ : theseinstructionsmodelglobalvariable.We supposethat they have
beenexcludedfrom [FM99] because,astheauthors’concernis intraprocedural,theseinstruc-
tionsareuninteresting:they behave exactly as � 
���� and ��"�
���� . This is not thecasefor inter-
proceduralanalyses.

3It maybeonly is a typechecker.
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��� 
�
�!����K��� � " $ � , "���	 � ���%� � " $ � : thesebranchinginstructionsaremorecomplex than � � but are
not fundamentallydifferent regardingthe flow of control anddata. Although they could be
expressedusinga bunch of � � , it seemsmoresuitableto have a “native” treatmentof these
swtichinstructions.Thereis nosemanticdifficulty.��� 
 $ : this instructionis not fundamentalasit canbeeasilyandfaithfully expressedusing � 
���� ,���K�%� , 
�����
�� and �#"�
���� . We have keptit in our formalizationjust for thesake of exhaustivity.
However, it shouldnot betoo muchof a burdenin thecontext of our framework: it is theonly
instructionthatcantrivially berewritten in termsof others.

Thefollowing instructionshave adifferentnameor aremoregeneralin JCVMLe:� 
�����
�� encompasses����� . Thereis no technicaldifferenceregardinganalysis,exceptthat that
someoperators,asspecifiedby aparameterto 
�����
�� , areunaryratherthanbinary.��� � encompasses� ����� . Again, thereis no fundamentaldifferencebesidesthevaryingnumber
of operands.Theargumentsof � � (seeabove) just allow all conditionalbranchinginstructions
to bemodeledwith a singleone.� 
���� encompassesboth 
���� and 
�������������� of [FM99]: the type argumentis madericher to
includenotonly classtypesbut alsoarraytypes.� ����"�����
 encompasses����"�����
� �� � ��� . A result type parametersaysif the instructionreturns �
 � � or avalue.��� 
� �
�!�������"������ � 
���� factorizes� 
� �
�!�����"���" ��$ (missingin [FM99]) and � 
� �
�!����%��� $�� � � , ex-
pressingthefactthatbothinstructionsactuallyinvokeamethodthatcanstaticallybedetermined
at link time.
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B Linking Issues

Linking in theJCVM is differentfrom linking in theJVM. We understandherelinking asanything
thatallows two programunits to run jointly, i.e., thatallows a programunit to refer to anotherone.
(Linking alsooccursinternally, in a givenprogramunit, althoughit is not asgeneralasbetweentwo
programunits.) Programitems involved in linking arepackages,classes,interfaces,methodsand
fields. We call themlinkableprogram items. Linking datais usedboth to specifytheclassstructure
of a programandto annotateinstructionswith informationusedat executiontime.

Namesvs.Tokens. Linking datain theJCVM is differentfrom linking datain theJVM.� In the JVM, linking is basedon names(UTF-8 strings)andtypes. More precisely, packages,
classesandinterfacesareidentifiedby their (fully-qualified)name,fieldsareidentifiedby their
class,nameandtype4, methodsareidentifiedwith their classandsignature(nameandargu-
menttypes).Someimplementationsalsouseindicesto identify fieldsandmethodsinternally,
especiallyat runtime. Indicesareused,e.g., to get accessto a virtual methodin the method
tableof aclass.� In the JCVM, linking is basedon tokensandoffsets. Tokensaresmall numbersidentifying
externallyvisible (i.e.,publicor protected)programitems;tokensarealsousedasindexesinto
varioustablesin theCAP file aswell asruntimedatastructures.Linkableprogramitemsthat
arenot externally visible (i.e., privateor package-visible)are referredto usingdirect offsets
into CAPfile componentsratherthantokens.Themappingfrom namesto tokensandoffsetsis
performedduringconversionfrom classfilesto CAPfiles[Sun00]. In additionto tokens,JCVM
packagesarealsoreferencedusingAIDs (applicationidentifiersmadeof bytesequences).

As describedin this document,all staticlinking informationin theJCVMe is expressedusingdirect
referencesto theprogramstructure,i.e.,elementsof thedomainsPackage, Class, Interface, Field and
Method. Dynamiclinking informationis abstractedinto opaqueIDs of fieldsandmethods.Low-level
detailsof theJCVM arehiddenandtheJCVMe is madecloserto theJVM.

Notethatnamesshouldneverbeusedwhenexpressingtheprogramsemanticsexceptto getaccess
to a classor interfacegivenits fully qualifiedname,e.g.,to expressthesemanticsof anAPI method.
Field and methodIDs shouldalwaysbe usedinstead. One of the major reasonis that namesare
generallynotavailablein theJCVM5.

Referencesto Packages.� In the JVM, thereareno explicit referencesto packages.Packagesonly occurasprefixesin
classandinterfacenames.� In theJCVM, referencesto packagearebasedon tokensaswell asAIDs.

In theJCVMe, packagesaremadeexplicit in theprogramstructure:programscontainpackages,that
in turn containclassesandinterfaces.Besides,packagesalsoprovide accessto their AID.

Referencesto Classesand Interfaces. Therearethreekindsof referencesto classesandinterfaces:
thosethatareusedfor building theclassstructure,thosethatareusedto designatefieldsandmethods,

4Accordingto Java semantics,two fields in thesameclasscannothave thesamenameanddifferenttypes. Assuming
thecodeis well typed,thefield nameandclassareenoughto identify a field.

5CAP files do not containany name.Only Exportfiles containssomenames,correspondingto programitemsthatare
externallyvisible(i.e.,publicor protected).Mostnamescanbemadeavailablethoughvia the(optional)DebugComponent
of theCAPfile.
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andthosethat areusedto build referencetypes. Thesereferencetypesoccur in field andmethods
descriptorsaswell asparametersof someinstructions.� In theJVM, all referencesto classesandinterfacesarebasedon names.� In theJCVM, referencesto classesandinterfacesarebasedeitheronoffsetsor onpackageand

classtokens.

In theJCVMe, all referencesto classesandinterfacesprovide a directaccessesto therepresentation
of theprogramstructure,i.e.,elementsof theClassandInterfacedomains.

Referencesto Fields and Methods. Therearetwo kindsof referencesto field andmethods:those
that areusedfor building the classstructure,andthosethat areusedby the instructionsthat access
fieldsor invoke methods.Referencesusedfor classstructuringareasfollows.� In the JVM, referencesto fields andmethodsthat arerelevant for building the classstructure

areprovidedby thenestingof datastructuresin theprogramfiles.� This is alsothecaseof theJCVM DescriptorComponent,but notof theotherCAPfile compo-
nents,thatreferto eachotherusingtokensandoffsets6.

In the JCVMe, field and methodsreferencesthat representprogramstructuretranslateinto direct
accessto thecorrespondinghigh-level datastructure,i.e.,elementsof theField andMethoddomains.
Only thereferencesthatareusedby theinstructionsthatinvoke virtual andinterfacemethodshave to
beexplicitly retained.For homogeneityreasons,referencesfor accessingfieldsandinvoking definite
methodsarealsokept.This is furtherdetailedin thefollowing paragraphs.

Field and Method IDs. As explainedbelow, fields andmethodsaregiven IDs that areusedfor
identificationin variouslookupsrequiredby the instructionsemantics,e.g., identificationof actual
methodto call wheninvoking a virtual method.(We useterm“ID” ratherthan“identifier” to stress
that,althoughit is conceptuallyusedasaname,ID equalityis notasnameequality.) Fieldandmethod
IDs have thefollowing properties:� Two field IDs or staticmethodIDs areequaliff thecorrespondingfieldsor methodsareequal.� Two virtual methodIDs areequaliff they correspondto methodsthatareeitherequalor such

thatoneoverridestheotherone.� An interfacemethodID is equalto a virtual methodID iff theclassof thecorrespondingvir-
tual methodimplementsthe correspondinginterfaceandif the correspondingmethodsmatch
accordingto theJava semantics.� Two interfacemethodIDs areequaliff thecorrespondingmethodsareequal.

Also notethatID domainsfor classfields,instancefields,classmethodsandinstancemethodsareall
disjoint.

Static Field Access.� In theJVM, instructionsthataccessa staticfield referto a classname,a field nameanda field
type.� In theJCVM, instructionsthataccessastaticfield refereitherto anoffsetinto thestaticfieldim-
age (asspecifiedby theStaticField Component[Sun00]), or to tokensrepresentinga package,
aclassandafield, which in turn referto anoffsetinto thestaticfield image.

6TheDescriptorComponentis notneededfor JCVM execution.It is usedto provideenoughtyping informationto allow
bytecodeverification.We assumethattheDescriptorComponentis alwayspresent.
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In theJCVMe, instructionsthataccessa staticfield directly referto a staticfield in theField domain
(see

�
2.6). Eachstaticfield hasa uniquestaticfield ID in theFieldID domainthatcanbe testedfor

equality, e.g.,whenlookingup afield in a table.
Positioninformationthat is usefulat runtime(offset into thestaticfield imageandpositioninto

the classfield value area)is not kept. It is not a problembecauseit is not neededto expressthe
operationalsemantics.

InstanceField Access.� In theJVM, instructionsthataccessan instancefield refer to a classname,a field nameanda
field type.� In theJCVM, instructionsthataccessaninstancefield referto afield tokenandaclass.

In theJCVMe, instructionsthataccessaninstancefield directly referto aninstancefield in theField
domain(see

�
2.6). Eachinstancefield hasa uniqueinstancefield ID in theFieldID domainthatcan

betestedfor equality, e.g.,whenlookingup afield in a table.
Positioninformationthat is usefulat runtime(field token andpositioninto the classfield value

area)is not kept. It is notaproblembecauseit is notneededto expresstheoperationalsemantics.

Definite Method Invocation. Definitemethodsconsistof classmethods(alsocalledstaticmethods),
superclassandprivateinstancemethods,aswell asinstanceinitializationmethods.� In theJVM, instructionsfor definitemethodinvocation,i.e., instructions� 
� �
�!����#"���" ��$ and� 
� �
�!�������� $�� � � , referto adefinitemethodvia aclassnameandamethodsignature.� In theJCVM, instructionsfor definitemethodinvocationrefer to a definitemethod,eitherdi-

rectlyvia anoffsetif themethodis definedin thispackage,or indirectlyvia tokensrepresenting
apackage,aclassandafield if themethodis definedin anotherpackage.

In theJCVMe, theinstructionfor definitemethodinvocationdirectly refersto adefinitemethodin the
Method domain(see

�
2.5). Eachdefinitemethodhasa uniquedefinitemethodID in theMethodID

domainthatcanbetestedfor equality, e.g.,whenlooking up amethodin a table.

Virtual Method Invocation.� In the JVM, the instructionfor virtual methodinvocationrefersto an instancemethodvia a
classnameanda methodsignature. It doesnot meanthat the correspondingmethodin this
classshouldbe called. It only definesa baseinstancemethodthat is possiblyoverriddenin
subclasses.In JVM implementations,anindex is oftenassociatedto virtual methodsto rapidly
access,at run time, theactualmethodto call giventhemethodtableof theclassof theruntime
object.Alternatively, theclasshierarchyhasto bewalkedto find theappropriatemethod.� In theJCVM, the instructionfor virtual methodinvocationrefersto an instancemethodvia a
classreferenceanda virtual methodtoken. As in the casefor the JVM, this only definesa
baseinstancemethodthatis possiblyoverriddenin subclasses.As in theJVM case,thevirtual
methodtoken somehow representsthe index of the methodin the virtual methodtableof the
class.However, this tabledoesnotexist assuch,it is fragmentedalongtheclasshierarchy, both
insideandacrossCAP files. In JCVM implementations,the ClassComponentsof the CAP
files aretraversedat runtimeto determinethe actualmethodto invoke. Becauseof the CAP
file format,determiningtheright methodto invoke involvesusingtokensasindicesinto various
tablesanddoing(simple)arithmeticcomputations.
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In theJCVMe, theinstructionfor virtual methodinvocationdirectly refersto a virtual methodin the
Methoddomain(see

�
2.5).As above,thismethodactuallyis abasemethodthatis possiblyoverridden

in subclasses.Theactualmethodto call, giventheclassof aruntimeobject,is in thefirst classdefining
thisbasemethod(possiblyoverridingit) walkingup theclasshierarchyfrom theruntimeobjectclass
towardstheclassof thebasemethod.To thateffect,eachvirtual methodis givenavirtual methodID
thatcanbecomparedwith othervirtual methodIDs in theclasshierarchy. As explainedabove (see
also

�
2.5),any overridingmethodhasthesameidentifierasthemethodit overrides.

Interface Method Invocation.� In the JVM, the instructionfor interfacemethodinvocationrefersto a virtual methodvia an
interfacenameand the signatureof a methoddefinedin this interface. At run time, when
the classof the referencedobject is known, onepossibleimplementation(asdescribedin the
JVM specification[LY99]) is to searchits methodtablefor a methodthatmatchesthemethod
signature.Otherimplementationscanbemoreefficient,e.g.,replacingthesearchby anindexed
tablelookup.� In theJCVM, the instructionfor interfacemethodinvocationrefersto an instancemethodvia
a interfacereferenceandan interfacemethodtoken. At run time, whenthe classof the ref-
erencedobject is known, the implementedinterfacetable of this class,andpossiblyof all its
superclasses,is searchedto find an entry for the interfacereferencedby the instruction. This
entryincludesanindexedtableto maptheinterfacemethodtoken into a virtual methodtoken.
This virtual methodtoken is thento be usedasif performinga virtual call on the referenced
object,asdescribedin thepreviousparagraph.

In theJCVMe, theinstructionfor interfacemethodinvocationdirectly refersto aninterfacemethodin
theMethod domain(see

�
2.5). As in thevirtual methodinvocationcase,this is justanindicationof a

basemethod.Theactualmethodto call, giventheclassof a runtimeobject,is thefirst classdefining
this basemethodwalking up theclasshierarchyfrom theruntimeclasstowardstheclassof thebase
method. To that effect, eachinterfacemethodis given an interfacemethodID that canbe matched
againstvirtual methodIDs foundin theclasshierarchy(see

�
2.5).


